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Currently, there is a disagreement among courts as to whether
section 2703(d) of the Stored Communications Act, which governs
the disclosure and use of historical cellular location information, vio-
lates the Fourth Amendment. Increasingly, the federal government is
using cellular phone companies’ historical cellular location infor-
mation—data communicated by a cellular phone to a cellular net-
work, which identifies the location of a phone at a particular time—to
investigate and prosecute crimes. This information can provide an ac-
curate, historical record of a person’s general whereabouts during the
time period for which the data applies. Though the Fifth Circuit has
held that section 2703(d) court orders are constitutional, several
courts have found that the provision’s “specific and articulable facts”
requirement violates the Fourth Amendment. These courts prescribe
that law enforcement secure a search warrant with the requisite show-
ing of probable cause prior to obtaining the data.

This Note examines the controversy surrounding historical cellu-
lar location information and the Fourth Amendment. It begins by ex-
ploring the technology and law enforcement’s interest in the infor-
mation. This Note then surveys pertinent Supreme Court precedent
and analyzes the major approaches taken by courts in addressing the
use of this data. In particular, there are three approaches taken by
courts: (1) use of the third-party doctrine, (2) treatment of the issue as
a tracking case, and (3) use of the “mosaic theory” articulated in
United States v. Maynard.

This Note contends that while the Fourth Amendment is likely
not implicated by historical cellular location information, legislatures
and law enforcement alike must take steps to strike the appropriate
balance between privacy and security. It proposes that Congress
amend the Stored Communications Act to include a statutory sup-
pression remedy. This will provide a way to exclude evidence collect-
ed pursuant to faulty, conclusory, or false court orders. Additionally,
this Note suggests that federal and state legislatures remedy excesses
in the acquisition of historical cellular location information. Moreo-
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ver, it recommends that law enforcement impose its own standards
and require warrants prior to accessing the information sought. While
a constitutional bar to this evidence may not exist, our rapidly chang-
ing notion of a “reasonable expectation of privacy” demands proac-
tive and introspective action by legislatures and law enforcement.
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I. INTRODUCTION

On March 31, 2010, a man walking in the woods of rural Ashton,
Maryland came upon the body of a man who had been brutally shot.!
Ashton is in Montgomery County, a sprawling area which sits between
Baltimore and Washington, D.C. Montgomery County is home to a
number of members of La Mara Salvatrucha,? also known as MS-13,> an
“extremely violent” criminal organization with an estimated 30,000
members worldwide.* The body was shortly thereafter identified as that
of Felipe Leonardo Enriquez,’ a twenty-five year-old purported MS-13
member known as “Zombie.” The federal government would later al-
lege that Enriquez had possibly committed several violations of MS-13
rules—among them, covering up an MS-13 tattoo’ and falsely claiming to
have been an MS-13 member in Guatemala.® In response to these viola-
tions, Enriquez had been “green-lit,” meaning that MS-13 leaders had
ordered him killed.” This particular “green-light” had been issued from
prison by an MS-13 leader incarcerated in El Salvador who had leader-
ship responsibilities for certain Washington, D.C. based MS-13 cliques."”
It was issued to Noe Machado-Erazo, an MS-13 member from

1. Man’s Body Found with Gunshot Wounds in Monigomery County, WASH. POST, Apr. 1,
2010, http://www.washingtonpost.com/wp-dyn/content/article/2010/03/31/AR2010033104363.html.

2. As the government cxplains, “[t]he name ‘Mara Salvatrucha’ is a combination of scveral
slang terms. The word ‘Mara’ is the term used in El Salvador for ‘gang.” [The gang has roots in El
Salvador.] The phrase ‘Salvatrucha’ is a combination ol the words ‘Salva,” which is an abbreviation for
‘Salvadoran,” and ‘trucha,’ which is a slang term for the warning ‘fear us,” ‘look out,” or ‘heads up.”
Indictment at 2, United States v. Aguilar, No. 10-256 (RMC) (D.D.C. Nov. 1,2011).

3. MD. COORDINATION & ANALYSIS CTR., 2012 GANG THREAT ASSESSMENT 9 (2012), availa-
ble at http://www.mcac.maryland.gov/resources/2012%20PUBLIC%20Gang %20Threat %20 Assess
ment.pdf.

4. Press Release, U.S. Dep’t of the Treasury, Treasury Sanctions Latin American Criminal Or-
ganization (Oct. 11, 2012) (internal quotation marks omitted), available at http://www.treasury.
gov/press-center/press-relcases/Pages/tgl733.aspx. In 2012, in recognition of their sophistication and
“involvement in serious transnational criminal activities, including drug trafficking, kidnapping, hu-
man smuggling, sex trafficking, murdcr, assassinations, rackcteering, blackmail, extortion, and immi-
gration offenses,” id., MS-13 became the first “street gang” to be named a “transnational criminal or-
ganization” by the Treasury Department. Sam Quinoncs ct al., In a First, U.S. Labels MS-13 Street
Gang ‘Criminal Organization’, L.A. TIMES L. A. Now (Oct. 11, 2012, 1:52 PM), http://latimes
blogs.latimes.com/lanow/2012/10/in-a-[irst-us-labels-ms-13-strect-gang-criminal-organization.html.

5. Dan Morse, Montgomery Police Tentatively 1D Homicide Victim Found in Woods, W ASH.
POST CRIME SCENE BLOG (Apr. 5, 2010, 5:01 PM), http://voices.washingtonpost.com/crime-scenc/
montgomery/moco-police-tentatively-id-vic.html.

6. Uniled States v. Machado-Erazo, 986 F. Supp. 2d 39, 53 (D.D.C. 2013); Press Relcase, Olfice
of Pub. Affairs, U.S. Dep’t of Justice, Three MS-13 Leaders Found Guilty of Racketeering and Addi-
tional Charges [or Multiple Murders and Attacks (Aug. 6, 2013), available at hitp://www.justicc.
gov/opa/pr/2013/August/13-crm-888.html.

7. Indictment, supra notc 2, at 20.

8. Machado-Erazo, 986 F. Supp. 2d at 53.

9. Id. at 49 (“*MS-13 mcmbers are obligated, if they sce a person that they know has a green
light, to kill them,” and failure to do so could be grounds for punishment with a green light. Witnesses
testified that the Normandie and Sailors cliques were aware of and bound by the green-light system.”)
(citation omitted). “Cliques” are smaller subsets of MS-13 “operating in a specific city or region,”
which function “under the umbrella rules of MS-13.” Indictment, supra note 2, at 5. The “Normandy”
and “Sailors” cliques were the two Washington, D.C.-based cliques at issue in this case. Id.

10. Machado-Erazo, 986 F. Supp. 2d at 4748, 53.
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Maryland." On March 28, 2010, Machado-Erazo and Jose Martinez-
Amaya, a fellow MS-13 member, drove Enriquez to remote Ashton, shot
him multiple times, and left his body there."

At Machado-Erazo and Martinez-Amaya’s trial on federal racket-
eering charges, the government presented a variety of evidence to prove
that Machado-Erazo and Martinez-Amaya were involved in an ongoing
conspiracy, which included the murder of Enriquez. This evidence in-
cluded the testimony of approximately fifty witnesses, including MS-13
members who cooperated as part of plea agreements,"” as well as exten-
sive wiretap and consensual recording evidence." To buttress their case,
however, the government introduced cellular phone records showing
“that the cell phones used by defendants Machado Erazo, Jose Martinez
Amaya, and a cooperating witness were in the remote area where the
body of Felipe Enriquez was found on or about March 28, 2010.”"

Several years prior, the government used similar technology in
another case from the capital area. Antoine Jones openly owned a
Washington, D.C. nightclub named “Levels,” but the government sus-
pected his main business interest was trafficking large amounts of co-
caine from McAllen, Texas, into the Washington, D.C. area.'® The Fed-
eral Bureau of Investigation-Metropolitan Police Department Safe
Streets Task Force began an extensive investigation of Jones in 2004."
Over the course of 2004 and much of 2005, investigators used a host of
techniques including: “surveillance, informants, installation of an elec-
tronic tracking device on Jones’ vehicle, search warrants issued to elec-
tronic communication service providers for text messages to or from cel-
lular telephones used by Jones and an alleged co-conspirator, and a Title
IIT wire intercept,”® as well as a number of orders for cellular location
information.” In October 2005, a raid at a Fort Washington, Maryland
stash house, which investigators believed was tied to Jones, resulted in
the seizure of 100 kilograms of cocaine.”” Jones’ first trial on federal drug
charges ended in an acquittal.” His second trial resulted in a conviction

11.  Id. at 46, 53; Press Release, U.S. Dep’t of Justice, supra note 6.

12.  Machado-Erazo, 986 F. Supp. 2d at 49 n.4, 53.

13. Id. at 43. Some to great personal danger. After one of the lead defendants in this case en-
tered into a plea agreement, his sister was kidnapped in El Salvador as a warning to him to ccase co-
operating. Id. at 51.

14. Id. ar43.

15. United States v. Machado-Erazo, 950 F. Supp. 2d 49, 51 (D.D.C. 2013) (internal quotation
marks omitted).

16. Henri E. Cauvin, Cash and Cocaine, but No Conviction, WASH. POST, Mar. 5, 2007, http://
www.washingtonpost.com/wp-dyn/content/articlc/2007/03/04/AR2007030401485.html; see also United
States v. Maynard, 615 F.3d 544, 549 (D.C. Cir. 2010), aff’'d on other grounds sub nom. United States v.
Jones, 132 S. Ct. 945 (2012).

17. Maynard, 615 F.3d at 549.

18.  United States v. Jones, 451 F. Supp. 2d 71, 74 (D.D.C. 2006), aff'd in part, rev’'d in part sub
nom. United States v. Maynard, 615 F.3d 544 (D.C. Cir. 2010).

19.  United States v. Jones, 908 F. Supp. 2d 203, 205 (D.D.C. 2012).

20. Jones, 451 F. Supp. 2d at 74.

21. Jones, 908 F. Supp. 2d at 205 n.1.
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and a life sentence, but the use of evidence derived from a warrantless
GPS tracking device on his car led the D.C. Circuit Court of Appeals to
reverse his conviction,” which the Supreme Court later affirmed.” On
the government’s third trial of Jones, in addition to the other evidence
they presented, prosecutors used cellular phone location data to tie Jones
to the stash house where the cocaine had been found.*

These cases are two examples of how police and prosecutors are us-
ing historical location data from cellular telephone companies to investi-
gate and prosecute crimes. This data, when interpreted properly, can
provide a historical record of the location of a particular cellular tele-
phone.” Since many people carry their cell phone on them at all times,”
in effect, this data can provide a fairly accurate picture of a person’s gen-
eral whereabouts during the time period for which the data applies. The
investigative and evidentiary possibilities of such information are innu-
merable. Records of a person’s cell phone location can destroy alibis”
and establish presence near a crime scene at the approximate time of the
crime.”

Under the Stored Communications Act (“SCA”), 18 U.S.C.
§§ 2701-12 (2012), law enforcement may seek a court order to compel
disclosure of historical location data by a cellular phone company “if the
governmental entity offers specific and articulable facts showing that
there are reasonable grounds to believe that ... the records or other in-
formation sought, are relevant and material to an ongoing criminal inves-
tigation.””

Criminal defendants, as well as some courts, have seized upon the
“specific and articulable facts” requirement as violative of the Fourth
Amendment.” In their view, getting this data should require law en-

22. Id.; Maynard, 615 F.3d at 567-68.

23.  United States v. Jones, 132 S. Ct. 945, 948-49, 954 (2012).

24.  Ann E. Marimow, Judge Declares Mistrial in D.C. Area Drug Case, WASH. POST, Mar. 4,
2013, http://articles.washingtonpost.com/2013-03-04/local/37433957_1_felony-drug-jurors-cocaine.

25. Thomas A. O’Mallcy, Using Historical Cell Site Analysis Evidence in Criminal Trials, 59 U.S.
ATT’YS’ BULL. 16, 16 (Nov. 2011). While writing this article, the author was an Assistant U.S. Attorney
in the Western District of North Carolina.

26.  “[CJell phones . .. are now such a pervasive and insistent part of daily life that the proverbial
visitor from mars might conclude they were an important [eaturc of human anatomy.” Riley v.
California, 134 S. Ct. 2473, 2484 (2014). See also City of Ontario v. Quon, 560 U.S. 746, 760 (2010)
(“Cell phone and text message communications are so pervasive that some persons may consider them
to be essential means or necessary instruments for self-expression, even self-identification.”).

27. See, e.g., Statc v. Patton, 419 S'W.3d 125, 129 (Mo. Ct. App. 2013) (describing the introduc-
tion of the “location of cell sites used by [the defendant’s] cell phone in the time period surrounding
the crime” in order “to cstablish that [he] was in the vicinity of the crime when it was committed, and
not sleeping at his cousin's house as he claimed”).

28. United States v. Machado-Erazo, 950 F. Supp. 2d 49, 51 (D.D.C. 2013) (describing the gov-
ernment’s intention to use cell site location information in a murder trial to show “‘that the cell phones
uscd by defendants . . . were in the remote area where the body . . . was found™).

29. 18 U.S.C. § 2703(d) (2012).

30. See, e.g., In re Application of the U.S. for Historical Cell Site Data, 747 F. Supp. 2d 827, 846
(S.D. Tex. 2010) (“Compelled warrantless disclosure of cell site data violates the Fourth Amend-
ment. . . . Accordingly, the Government’s requests for that information under the SCA are denied.”);
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forcement to secure a warrant with the requisite showing of probable
cause.” Prosecutors and other courts have defended the court order re-
quirement. In their view, this information falls under either the third-
party doctrine® or is simply not a search, since the phone merely conveys
a person’s public location—information which could be obtained by
simply following a person around, an act which requires no legal process
at all.*®

Relatively few courts have decided this issue, though many will un-
doubtedly confront it in the coming years, as law enforcement use of cel-
lular phone data has increased markedly.* Among courts who have de-
cided it, the Fifth Circuit has found that the section 2703(d) court orders
do not violate the Fourth Amendment.® The Eleventh Circuit briefly
disagreed, creating a circuit split, though that decision has been vacated
pending an en banc rehearing.” This reversed a lower court ruling, which
found that the government must seek a warrant for this information.”
The New Jersey Supreme Court® and the Massachusetts Supreme Judi-
cial Court,” relying on their state constitutions, but using reasoning
which may apply in a federal constitutional context, have found that law
enforcement must seek a warrant in order to gain historical cellular loca-
tion information.” Federal district and state courts of all levels have
come down on both sides of the question.”

This Note examines the controversy over historical cellular location
information. It will begin by discussing the technology and law enforce-
ment’s interest in it—what information can be obtained, how detailed
and accurate it is, and how law enforcement uses it. The Note will then
look at the relevant case law—both Supreme Court precedents, which
may shed light on this question, as well as the holdings of courts which
have examined it. This Note will then suggest that while the Fourth
Amendment is likely not implicated by historical cellular location infor-
mation, legislatures must be responsive and law enforcement must be in-
trospective. With the “reasonable expectation of privacy” in data rapidly

Brief of the Appellant at 28, United States v. Davis, No. 12-12928 (11th Cir. June 24, 2013) (asking
11th Circuit for ncw trial on basis of admission and use ol ccllular location information obtained with-
out a warrant).

31. Seeinfra Part 111.C.

32. Seeinfra Part IILA.

33.  Seeinfra Part 111.B.

34.  See Jasmin Melvin, Cell Phone Companies See Spike in Surveillance Requests, REUTERS (July
9, 2012), hitp://www.rcutcrs.com/article/2012/07/09/us-usa-wircless-surveillance-idUSBRES680TW201
20709.

35.  Inre Application of the U.S. for Historical Cell Sitc Data, 724 F.3d 600, 602 (5th Cir. 2013).

36. United States v. Davis, 754 F.3d 1205, vacated and reh’g en banc granted, 573 F. App’x 925
(11th Cir. 2014).

37. See In re Application of the U.S. for Historical Cell Site Data, 747 F. Supp. 2d 827, 846 (S.D.
Tex. 2010).

38. State v. Earls, 70 A.3d 630 (N.J. 2013).

39. Commonwealth v. Augustine, 4 N.E.3d 846 (Mass. 2014).

40. Seeid. at 850; Earls, 70 A.3d at 633.

41.  Seeinfra Parts IIILA-C.
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changing, legislatures and law enforcement must ask what they gain and
what they lose by adhering to the “specific and articulable facts” stand-
ard. While a constitutional bar to this evidence may not exist, legislatures
or law enforcement may want to impose a greater requirement on such
information.

II. BACKGROUND
A. What Is Historical Cellular Location Information?

1. What Is Historical Cellular Location Information and How Does it
Work?

Fourth Amendment cases and jurisprudence are very often fact-
and context-specific.” In particular, precisely how the data is collected
and what can be learned proves very important in assessing the Fourth
Amendment implications of historical cellular location information.
Therefore, exactly what can be obtained and used by law enforcement is
an important threshold inquiry.

Historical cellular location information is, at its most basic, data
communicated by a cellular phone to a cellular network, which identifies
the location of that phone at a particular time.* Cellular phone networks
allow for voice and data communication without a “wired” connection—
in other words, cellular phones theoretically allow people to communi-
cate using voice and data from anywhere in the world.* This is accom-
plished through the communication of a mobile station—typically a cel-
lular phone—with a base station—this is the so-called “cell site”—
through the use of electromagnetic waves.® The base station is in turn
connected, via a base station controller, to the public switched telephone
network, which allows for mobile phones to communicate with the tele-
phone network (other cellular phones or landlines) at large.*

With this framework in mind, cellular phone location information
generally comes in two types.”’ The first approach relies on the use of a
global positioning system (“GPS”) satellite receiver built into the
phone.® This information can be extremely accurate, often able to locate

42.  See, e.g., United States v. Miller, 425 U.S. 435, 442 (1976) (“We must examine the nature of
the particular documents sought to be protected in order to determine whether there is a legitimate
‘expectation of privacy’ concerning their contents.”).

43.  See GOTTAPU SASIBHUSHANA RAO, MOBILE CELLULAR COMMUNICATION § 1.5 (2012).

4. Seeid.

45. 1d.

46. Id.;see also O'Malley, supra note 25, at 20-21.

47. See Electronic Communications Privacy Act (ECPA) (Part II): Geolocation Privacy and Sur-
veillance: Hearing Before the Subcomm. on Crime, Terrorism, Homeland Sec., and Investigations of the
H. Comm. on the Judiciary, 113th Cong. 50 (2013) [hercinalter Blaze Testimony] (statement of Matt
Blaze, Associate Professor, University of Pennsylvania).

48. Id. at 51.
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the receiver within a ten meter radius.” Its utility, however, is hampered
by its unreliability when the receiver is located indoors and the GPS sat-
ellites are unable to “see” the receiver. Furthermore, this GPS infor-
mation is not always communicated to the wireless company on a regular
basis—or at all’ —nor do companies regularly collect and retain it.* In
fact, a recent investigation by Senator Edward Markey of Massachusetts
found that of the major wireless companies,™ three companies did not re-
tain this GPS data at all,** one retained it for two to three days,” and only
one company stated that it retained the information for up to one year.>
The second approach is “network data.” Network data is produced
when a cellular phone communicates with a base station using electro-
magnetic waves.”” Cellular phones do this in order to place and receive
calls.”® This is called “telephone” cellular location information and is col-
lected only when a call is placed or received.” Cellular phones also need
to communicate with the network, however, in order to judge signal

49. Id.

50. Id. at 52.

51, Id. (“Unfortunatcly, GPS, for all its promisc, has a number of fundamental limitations. It
relies on special hardware in the phone (particularly a GPS receiver chip) that is currently included
only in the latest handscet models and that gencrally is cnabled for location tracking only when the
phone user is explicitly using it to run a location-based application on the phone. Perhaps most im-
portantly, GPS works rcliably only outdoors, when the handsct is in ‘view” of scveral GPS satcllites in
the sky above.”) (emphasis added).

52. Id. at5s1.

53. The companies that responded to Senator Markey’s request for information were U.S.
Ccllular, Sprint Nextel, T-Mobile, Lead Wircless/Cricket Communications, Verizon, AT&T, and C
Spire Wireless. Press Release, Senator Edward Markey, For Second Year in a Row, Markey Investiga-
tion Reveals More than Onc Million Requests by Law Enforcement for Americans Mobile Phone Da-
ta (Dec. 9, 2013), available at http://www.markey.senate.gov/news/press-releases/for-second-year-in-a-
row-markey-investigation-reveals-more-than-one-million-requests-by-law-cnlorcement-for-americans-
mobile-phone-data [hereinafter Markey Press Release|.

54. The companics were U.S. Cellular, Letier from John C. Gockley, Vice President, Legal and
Regulatory Affairs, U.S. Cellular, to Senator Edward Markey (Oct. 1, 2013), available at http://
www.markey.scnate.gov/imo/media/doc/2013-12-09_USCellular_CarricrResponse.pdl; AT&T, Letler
from Timothy McKone, Exec. Vice President, Fed. Relations, AT&T, to Senator Edward Markey
(Oct. 3, 2013), available at hup://www.markcy.senate.gov/imo/media/doc/2013-10-03_ATT _re_
Carrier.pdf (suggesting that the company, which has kept non individualized records in the past, no
longer appears to retain this information); and T-Mobile and what was formcrly Mctro PCS, Letler
from Tony Russo, Vice President, Fed. Legislative Affairs, T-Mobile, to Senator Edward Markey
(Oct. 4, 2013), available at hitp://www.markey.senate.gov/imo/media/doc/2013-12-09_Tmobile_Carricr
Response.pdf. Additionally, Leap Wireless/Cricket Communications appears to not retain this infor-
mation, though its response to Scnator Edward Markey did not specifically address GPS information.
See Letter from Robert J. Irving, Jr., Chief Legal & Admin. Officer, Cricket Commc’ns, Inc., to Rep-
resentative Edward Markey (Oct. 7, 2013), available at hitp://www.markey.scnate.gov/imo/media/
doc/2013-10-07_Cricket.pdf.

55.  This was C Spirc Wircless. Letter [rom Benjamin M. Moncrief, Dir., Gov’t Relations, C Spire
Wireless, to Senator Edward Markey (Oct. 7, 2013), available at http://www.markey.senate.gov/imo/
media/doc/2013-12-09_Cspire_CarricrResponse.pdl.

56. This was Verizon. Letter from William B. Petersen, Gen. Counsel, Verizon Wireless, to
Senator Edward Markey (Oct. 3, 2013), available at http://www.markey.senate.gov/imo/media/doc/
2013-12-09_VZ_CarrierResponse.pdf.

57. Blaze Testimony, supra notc 47, at 52-53.

58.  RAO, supra note 43.

59. Commonwealth v. Augustine, 4 N.E.3d 846, 868 (Mass. 2014) (Gants, J., dissenting).
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strength, network compatibility, user identification, and to “register [the]
location” of the cell phone.® This process occurs periodically and auto-
matically as long as the cellular phone is on.®" This is known as “registra-
tion” cellular location information,” and, among other things, it will indi-
cate the cell site with which a cellular phone is communicating.”

A cell tower sits in the middle of the area which it services, called a
“cell.”* This cell is typically hexagonal in shape.” Cell towers most com-
monly have three sets of antennae, with each set covering approximately
120 degrees of the cell.”® This typical configuration can vary widely, how-
ever, with anywhere from one to six antennae providing service over an
area of differing shapes and sizes.”” Cellular phone location data can typi-
cally, at a minimum, provide information about what cell and cell sector
antennae a cell phone was using when making or receiving a call.® Some
years ago, this would have only given the loosest picture of where a per-
son might be located. As cell sites have proliferated to handle increased
traffic, especially in urban areas, their cell coverage area has shrunk.” As
Professor Matt Blaze explained to a House subcommittee, a cell site

can handle only a limited number of simultaneous call connec-
tions . . .. As the density of cellular users grows in a given area, the
only way for a carrier to accommodate more customers is to divide
the coverage area into smaller and smaller sectors, each served by
their own [cell sites] and antennas.”
As the sectors shrink, the location and sector of the cell site in use be-
comes more valuable information. Additionally, wireless providers now
have the capability, in some circumstances, to more accurately calculate
location, even to within fifty meters, using the time and angle of arrival
of the signal coming from the cellular phone.” It is unclear to what extent
wireless providers actually practice this standard, or whether they retain
information this precise.”

Cellular phones, however, do not always communicate with the

closest tower, which complicates the picture provided by information

60. RAO,supranotc 43,at §1.6.3.

61. Blaze Testimony, supra note 47; RAO, supra note 43, at § 1.6.3 (describing how the procedure
ol a mobile phonc “scan[ning] and sclect[ing] the strongest . . . signal sent by adjacent” cell sites, then
“handshaking” with the strongest cell site “to identify the user and register its location . . . is repeated
periodically as long as the mobile [phonc] is on™).

62. Augustine, 4 N.E.3d at 868 (Gants, J., dissenting).

63. Blaze Testimony, supra notc 47, at 53.

64. RAO, supranote 43, at § 2.2.

65. Id.

66. Id. at§1.5.

67. Matthew Tart ct al., Historical Cell Site Analysis— Overview of Principles and Survey Meth-
odologies, 8 DIGITAL INVESTIGATION 185, 186 (2012).

68. Blaze Testimony, supra notc 47, at 53.

69. Id. at 54.
70. Id.
71. Id. at 56.

72. Id.at57.
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about the cell site with which a phone is communicating.” Typically, a
particular cell site will have a “dominant” region and a “nondominant”
region.” The dominant region will typically be a region with direct line of
sight to the cell site and “no other cells of greater or equivalent power
close by.”” Within this region, the phone will “be unlikely to select any
other cell.”’® The dominant region, however, will be a relatively small ar-
ea of the total area that would potentially be served by the cell cite.”” The
nondominant region, meanwhile, will include the remainder of that po-
tential area and will include regions where the cell site in question will
not always communicate with the phone even if it is geographically the
closest.” In areas that feature a large amount of cellular phone traffic and
therefore contain a great number of cell sites, the effect of “clutter” in
the form of line of sight or localized interference issues can cause phones
to communicate with a site which is not the closest.” Furthermore, “[i|f
there are other cells serving the area with similar signal strengths, the cell
selected as serving by the [phone] may change frequently.”® For the pur-
pose of this Note, the bottom line of this technological analysis is that
figuring out the cell site with which a phone is communicating is often
only the beginning of the analysis involved in figuring out an approxi-
mate location.”

2. How Much and Why Is Historical Cellular Location Data Collected?

Wireless providers are required by the Federal Communications
Commission to locate cellular phones that call 911, but they are not re-
quired to keep historical records.” Companies do retain the historical da-
ta of the cell sites with which phones have communicated, however. For
instance, AT&T retains this data for all its subscribers for five years.* In
2014, AT&T boasted of having 116.6 million wireless subscribers.*
AT&T is hardly alone, as the other major wireless companies that re-

73. Tartetal., supra notc 67, at 186.

74. 1d.

75. 1d.

76. 1d.

77. 1d.

78. 1d.

79. Id.

80. Id.

81. Various surveying techniques can give investigators tools o interpret the data more success-
fully and narrow the location within the area a cell site could potentially service. The accuracy of this
information, however, can vary widcly. Of course, cell site information can still be used almost dcflini-
tively to exclude cell sites by showing that there is no geographic possibility that a phone could have
been communicating with that site. See generally id. at 185-93.

82. See 47 C.F.R. § 20.18(e) (2012) (describing how mobile phone companies “must provide . . .
the location of all 911 calls by longitude and latitude in conformance” with certain FCC-mandated
“accuracy requirements”).

83. Letter from Timothy McKone to Senator Edward Markey, supra note 54.

84. AT&T INC., 2Q 2014 AT&T BY THE NUMBERS, https://www.att.com/Common/about_us/
pdf/att_btn.pdf (last visited Oct. 20, 2014).
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sponded to Senator Markey’s investigation reported retaining the infor-
mation for periods including six months,” a year,* and eighteen months.*

There are plenty of non law-enforcement reasons why wireless pro-
viders would want to keep historical records of this activity—billing pur-
poses,® tracking changes in network usage,” and consumer research to
allow wireless providers to better serve their customers® are all plausible,
acknowledged, and legitimate reasons to collect this data.” Cellular
phone companies have been hesitant to enumerate the specific reasons
for collecting such data besides the vague generalities contained in their
privacy policies.” Cities in Europe have used this data to study the flow
of people and cars in cities in order to better understand the patterns of
daily life and make city services more effective.” Additionally, there are
lucrative commercial reasons for storing such data, as it is invaluable to
marketers and companies seeking to profit off insights on people’s daily
habits.” In sum, though the reasons for collecting the data are not entire-
ly clear, there exist a host of plausible explanations in no way connected
to law enforcement.

85.  See Letter [rom Robert J. Irving, Jr. to Representative Edward Markey, supra note 54 (Leap
Wireless/Cricket Communications); Letter from Tony Russo to Senator Edward Markey, supra note
54 (T-Mobilc).

86. See Letter from John C. Gockley to Senator Edward Markey, supra note 54 (U.S. Cellular);
Letter from William B. Pctersen to Senator Edward Markey, supra note 56 (Verizon).

87. See Letter from Benjamin Moncrief to Senator Edward Markey, supra note 55 (C Spire
Wircless).

88. O’Malley, supra note 25, at 22-23.

89. Questions About Location Information, AT&T, hitps://www.atl.com/Common/about_us/
privacy_policy/print_policy.html#location (last visited Oct. 21, 2014) (“We monitor, collect and use
wireless location information, together with other information we get [rom our nctwork and your
wireless device, to maintain and improve our network.”).

90. Id. (“Wc also might use location information with your conscnt to provide you with a cus-
tomized experience.”).

91. See Blaze Testimony, supra notc 47, al 58 (“Creating and maintaining dctailed records about
the locations of phones as they move from place to place makes good engineering sense . . . . Such in-
formation will be collected becausc it is extraordinarily valuable for network management, for market-
ing, and for developing new services.”).

92. Noam Cohen, It's Tracking Your Every Move and You May Not Even Know, N.Y. TIMES,
Mar. 26, 2011, http://www.nytimes.com/2011/03/26/business/media/26privacy.html (“Verizon, for ex-
ample, declined to claborate [on why it retains cellular location information] other than to point to its
privacy policy . .. ."); see, e.g., Sprint Corporation Privacy Policy, SPRINT, http://www.sprint.com/legal/
privacy.htmi#personal (last updated May 2, 2014) (“We usc your personal information for a varicty of
purposes, including providing you with Services. We use your personal information to do things
like: ... Anonymize or aggregate personal information for various purposes like market analysis or
traffic flow analysis and reporting. Monitor, evaluate or improve our products, Services, systems, or
networks. Customize or personalize your expericnee with our Services. Customize or personalize
online advertising to bring you information about products and services of Sprint or others that may
interest you, including co-branded offcrs.”).

93. See John Steenbruggen et al., Mobile Phone Data from GSM Networks for Traffic Parameter
and Urban Spatial Pattern Assessment: A Review of Applications and Opportunities, 78 GEOJOURNAL
223, 235-36 (2013) (discussing projects in Rome and Amsterdam).

94.  Questions About Location Information, supra note 89 (“We use [location information] for
|a]dvertising.”); see also Cohen, supra note 92 (stating that “the information . . . could be lucrative for
marketers”).
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B. How Is Historical Location Data Obtained by Law Enforcement?

Compelled disclosure of historical location data is governed by the
SCA.” Historical location data is a noncontent electronic communication
under the definition of the SCA,” meaning it can be obtained at the
command of a court order under the SCA.”” Specifically, Section 2703(d)
of Title 18 of the U.S. Code provides that any “court of competent juris-
diction” can issue such a court order when a “governmental entity offers
specific and articulable facts showing that there are reasonable grounds
to believe that the contents of a wire or electronic communication, or the
records or other information sought, are relevant and material to an on-
going criminal investigation.”” The “specific and articulable facts” lan-
guage, of course, seems to borrow from the standard for an investigative
detention under Terry v. Ohio.” As to what this standard means, the
Court has elaborated that where “probable cause means a fair probabil-
ity that contraband or evidence of a crime will be found,”'* then the spe-
cific and articulable facts standard “is obviously less demanding.””" The
Court has cautioned that while reasonable suspicion is not an “inchoate
and unparticularized suspicion or hunch”'* and requires “some minimal
level of objective justification for making the stop,”'® nevertheless the

95. Title IT of the Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508, 100 Stat.
1860 (codificd at 18 U.S.C. §§ 2701-12 (2012)). The term “Stored Communications Act” has become a
popular shorthand term for this portion of the Electronic Communications Privacy Act and this Note
has used and will use this convention. See Orin S. Kerr, A User’s Guide to the Stored Communications
Act, and a Legislator’s Guide to Amending It, 72 GEO. WASH. L. REV. 1208, 1208 & n.1 (2004) [herein-
alter Kerr, User’s Guide].

96. 18 US.C. § 2703(c) (2012); see In re US. for an Order Directing a Provider of Elec.
Comme’n. Serv. to Disclose Records to the Gov't, 620 F.3d 304, 306 (3d Cir. 2010).

97.  §2703(d).

98. Id. There currently exists a circuit split with regards to a portion of the Icgal standard under
section 2703(d). The Third Circuit held in 2010 that a judge evaluating an application for a court order
has the discretion, under the language of the statule, to require that the government apply for a war-
rant—in other words, rise to a probable cause standard—even for “non-content” information. See In
re U.S. for an Order, 620 F.3d at 319 (“Becausc the statute as presently written gives the [judge] the
option to require a warrant showing probable cause, we are unwilling to remove that option although
it is an option to be used sparingly because Congress also included the option of a § 2703(d) order.”).
The Fifth Circuit has held, however, that section 2703(d) is not discretionary and a judge “shall issue”
a court order compelling the disclosure il the government riscs to the “specific and articulable [acts”
standard in section 2703(d). See In re Application of the U.S. for Historical Cell Site Data, 724 F.3d
600, 607 (5th Cir. 2013) (“If [the] conditions [of 18 U.S.C. § 2703(d)] arc mct, the court docs not have
the discretion to refuse to grant the order.”).

99. 392 U.S. 1,21 (1968) (“And in justilying the particular intrusion [in this case, a warrantless
investigatory detention| the police officer must be able to point to specific and articulable facts which,
taken together with rational inferences [rom those [acts, rcasonably warrant that intrusion [by showing
a crime may be afoot].”).

100. United States v. Sokolow, 490 U.S. 1, 7 (1989) (quoting Illinois v. Gates, 462 U.S. 213, 238
(1983)) (internal quotation marks omitted).

101. Id.

102. Id. (quoting Terry v. Ohio, 392 U.S. 1, 27 (1968)) (internal quotation marks omitted).

103.  Id. (quoting INS v. Delgado, 466 U.S. 210, 217 (1984)) (internal quotation marks omitted).
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concept is not “readily, or even usefully, reduced to a neat set of legal
rules.”'*

What sort of “specific and articulable” facts has the government
marshaled in order to receive cellular location information? In request-
ing the cellular location information for Antoine Jones’ phone, the sec-
tion 2703(d) application stated that the government was “conducting a
criminal investigation of the user[] of the target cellular telephone identi-
fied above . ... Based upon reliable information, it is believed that the
user([] . . . utilizes the target cellular telephone in furtherance of . . . a con-
spiracy to distribute and to possess with intent to distribute narcotic con-
trolled substances.”® This minimalist statement was all that was neces-
sary to obtain sixty days of cellular location information for Jones’
phone. On its face, it seems that this statement might implicate the con-
cerns analogous to those of Nathanson v. United States,'"® where the Su-
preme Court held that a search warrant could not issue “upon mere af-
firmance of suspicion or belief without disclosure of supporting facts or
circumstances.”'” The statements in the above Jones affidavit are gen-
eral, conclusory beliefs about Jones’ criminal activity. To the extent they
constitute specific and articulable facts, they disclose that Jones is the
target of an ongoing criminal investigation and that the investigation in-
dicates that Jones uses a cellular phone in connection with dealing drugs.
In seeking to suppress the historical cellular location information, Jones
advanced this argument to the district court.'® The SCA, however, pro-
vides no statutory suppression remedy,'” and, therefore, the district court
noted, “assuming the applications lacked sufficient factual support, the
[c]ourt would be powerless to order the suppression of the evidence that
the government had obtained.”""

This demonstrates another consequence of the distinction between
a standard calling for only “specific and articulable facts” under the SCA
and a standard calling for a showing of probable cause under the Fourth
Amendment. A constitutional standard would provide a constitutional

104. Id. (quoting Illinois v. Gates, 462 U.S. at 232) (internal quotation marks omitted); see also
Navarcttc v. California, 134 S. Ct. 1683, 1687 (2014) (statling that the rcasonable suspicion “standard
takes into account the totality of the circumstances—the whole picture”) (internal quotation marks
omitted).

105.  Opposition to Motion to Suppress Cell Site Data, Ex. 2. { 2, United States v. Jones, 908 F.
Supp. 2d 203 (D.D.C. 2012). Though the government alleged the user to be Antoine Jones, in [act, as
the government acknowledged in its application, the wireless subscriber was a person named Denise
Jones. See id.

106. 290 U.S. 41 (1933).

107. Id. at47.

108. United States v. Jones, 908 F. Supp. 2d 203, 209 (D.D.C. 2012) (describing Jones” “second
statutory claim—that the applications did not contain sufficicnt ‘specilic and articulable [acts’ to sup-
port the court orders™).

109. See 18 U.S.C. § 2708 (2012) (“The remedics and sanctions described in this chapter are the
only judicial remedies and sanctions for nonconstitutional violations of this chapter.”); see also Kerr,
User’s Guide, supra note 95, at 1224 (noting the abscnce of a statutory suppression remedy in the
SCA).

110.  Jones, 908 F. Supp. 2d at 209.



276 UNIVERSITY OF ILLINOIS LAW REVIEW [Vol. 2015

suppression remedy."! Short of that, in the law as currently constituted,
an arguably conclusory affidavit such as that provided to gain sixty days
of historical cellular location information in the Jones case cannot be ad-
dressed after it is has been signed by the initial judicial officer."

This does not suggest that the government routinely files general
and conclusory affidavits. In fact, in many instances the government pro-
vides a wealth of specific and articulable facts to justify their application
for access to historical cellular location information. For instance, for
several years law enforcement investigated Ronald Herron, a leader of
the “Murderous Mad Dogs” set of the Bloods street gang, for running a
violent, drug-dealing operation in the Gowanus Houses, a public housing
community in Brooklyn.® In 2009, prosecutors requested well over a
month of historical cellular location information for a telephone owned
by Herron."* In support, an Assistant United States Attorney discussed
information regarding Herron’s drug dealing “established” by the inves-
tigation from a diverse group of sources, including “information provided
by numerous undercover police officers who have successfully purchased
narcotics from co-conspirators, other confidential sources, and a cooper-
ating witness who personally distributed narcotics for [Herron].”'
Therefore, while the possibility that a generally conclusory court order
may be approved by a judicial officer and not allow for any suppression
down the line, there is no evidence this is a prevalent problem.

C. How Is Historical Location Data Used in Criminal Investigations?

The use of cellular location data in the Jones and Machado-Erazo
cases offer examples of how cellular location data is used in the eventual
prosecution of a crime. Cellular location data, however, can be used sole-
ly for the investigation of a crime."® In these early stages, the information

111.  See Mapp v. Ohio, 367 U.S. 643, 655 (1961) (“We hold that all evidence obtained by searches
and scizurcs in violation of the Constitution is, by that same authority, inadmissible in a state court.”);
Weeks v. United States, 232 U.S. 383 (1914) (holding that evidence obtained by the government in
violation of the Fourth Amendment is not admissible in [ederal court).

112.  See Jones, 908 F. Supp. 2d at 209; see also United States v. Kennedy, 81 F. Supp. 2d 1103,
1110 (D. Kan. 2000) (“The statute specilically allows for civil damages and criminal punishment [or
violations of the ECPA, but speaks nothing about the suppression of information in a court proceed-
ing.”) (citations omittcd).

113.  Press Release, U.S. Att’y’s Office, E. Dist. of N.Y., Leader of Bloods Street Gang Indicted
for Rackelteering, Including Three Murders and Three Attempted Murders (Feb. 13, 2012), available
at http//www.tbi.gov/newyork/press-releases/2012/leader-of-bloods-street-gang-indicted-for-racketeer
ing-including-thrcc-murders-and-three-aticmpted-murders.

114. Sealed Application of the United States for an Order Authorizing the Release of Historical
Cell-Site Info. at 4, United States v. Herron, 2 F. Supp. 3d 391 (E.D.N.Y. 2014) [hercinalter Scaled
Application of the U.S.].

115. Id. al 3.

116. The Electronic Communications Privacy Act: Government Perspectives on Protecting Privacy
in the Digital Age: Hearing Before the S. Comm. on the Judiciary, 112th Cong. 4 (2011) (statement of
James A. Baker, Associate Deputy Attorney General), available at http://www.judiciary.senate.
gov/imo/media/doc/11-4-6%20Baker %20Testimony.pdf  [hercinalter Baker Testimony] (“[N]on-
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“is often used to gather information about a criminal’s associates and
eliminate from the investigation people who are not involved in criminal
activity.”"” It can also provide other types of investigative leads, includ-
ing the location of evidence or the meeting place of coconspirators."®
Additionally, cellular location information “gathered early in investiga-
tions is often used to generate the probable cause necessary for a subse-
quent search warrant.”""

As a general rule, cellular location data can yield some of the same
results as physical surveillance.” This can be especially useful for law en-
forcement when they lack the resources to follow or detain every person
at a particular location during an investigation.””' For example, in January
2012, the Federal Bureau of Investigation (“FBI”) was investigating
a cross-country marijuana trafficking organization involving a
Massachusetts man named John Kosta.'” As part of this investigation,
law enforcement used cellular location information to supplement and
buttress physical surveillance. For instance, after obtaining information
that the leader of the marijuana trafficking organization was traveling
from Arizona to Massachusetts, law enforcement first used cellular loca-
tion information to locate the man in a mall parking lot.”* There they ob-
served the man and others with him transfer large black duffle bags from
one car to another.” At one point, one of the men opened one of the
duffle bags and pulled out a large amount of money.'” When the vehicles
left, investigators followed them as far as the Connecticut state line, but
based on their cellular location information, were able to ascertain that
they drove back to Arizona.'*

Later in the investigation, John Kosta and several associates trav-
eled to Arizona from Massachusetts.””” They subsequently left Arizona in

content information |such as cellular location information] may be equally important, particularly at
the carly stages ol a criminal or national sccurily investigation.”).

117. Id.

118.  Scaled Application of the U.S., supra notc 114, at 2-3 (describing how the historical cellular
location information sought in the case “will further the investigation by . . . providing leads as to sub-
jeets’ residenees and meetings, and location of evidence”).

119.  Baker Testimony, supra note 116, at 4.

120.  See Christopher Slobogin, Technologically-Assisted Physical Surveillance: The American Bar
Association’s Tentative Draft Standards, 10 HARv. J.L. & TECH. 383, 408 (1997) (noting that techno-
logically-assisicd physical surveillance might prove superior because it may be a “morc reliable, less
expensive, safer, and less intrusive . . . means of conducting surveillance”).

121.  See id. (noting, in the context of the beeper tracking devices, that “[b]eepers can track a tar-
get for prolonged periods, saving human capital and decreasing physical danger™).

122.  United States v. Kosta, No. 12-10226, 2013 WL 5934030, at *1-3 (D. Mass. Oct. 31, 2013).

123.  Assented-To Motion to Late File Government’s Global Opposition to Defendant John
Kosta’s Motion to Supress [sic] Evidence and Motion to Sever, Ex. 1 (Allidavit of Stephen J. Kelleher
in Support of Search Warrant), at § 11, United States v. Kosta, No. 12-10226, 2013 WL 5934030 (D.
Mass. Oct. 31, 2013) [hereinafter Kelleher Affidavit].

124. Id.

125. Id.

126. Id.

127. Id. 9§ 18.
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a three-car caravan.'”” After developing independent probable cause, a
South Dakota state trooper stopped one of the vehicles and located 980
pounds of marijuana.'”” Kosta was not driving that car, but cellular loca-
tion information indicated that “one of John Kosta’s phones was travel-
ing eastbound toward Massachusetts between January 6-8, 2012.”"* This
information, along with the mall parking lot meeting and trip back to
Arizona, served as a partial basis for an affidavit in support of a search
warrant for Kosta’s Massachusetts residence.” The search recovered
“103 marijuana plants, 25 firearms, . . . [and] body armor.”** It should be
noted that, unlike United States v. Jones, discussed in the Introduction,
the cellular location evidence would likely not have been necessary to es-
tablish links between Kosta and the Massachusetts residence because it
appears settled that it was Kosta’s residence.'

Cellular location data can also be used to focus on or exclude sus-
pects early in an investigation. While investigating the murder of a young
woman discovered “wrapped in plastic and partially decomposed” near
the Longfellow Bridge in Malden, Massachusetts,"* state police investiga-
tors began to focus on her boyfriend, Shabazz Augustine, as a possible
suspect.”” A month after the woman’s body was discovered, state police
investigators and the Middlesex County District Attorney’s Office used
an order issued under section 2703(d) to compel fourteen days of loca-
tion data that Sprint had for Augustine’s phone.”*® The stated purpose of
this data—which totaled sixty-four pages—was to “show the general lo-
cation of the defendant and [the victim] on August 24 and 25 to possibly
include or exclude the defendant as a suspect.”"’

Cellular location information may also be able to locate wanted
suspects and other physical evidence. After an East Baton Rouge Depu-
ty Sheriff was shot in the neck in April 2010, investigators were able to
obtain an arrest warrant for attempted first-degree murder of a police of-
ficer.” Investigators then “used . . . subpoenas and court orders to the

128. Id. q 19.

129. Id. § 20.

130. Id.  21.

131.  United States v. Kosta, No. 12-10226, 2013 WL 5934030, at *3 (D. Mass. Oct. 31,2013).

132. Id. at *4. The search warrant was later found to be invalid based on staleness. See id. at *5-7.

133.  See id. at *1 (referring to the Phillipston house as the “Kostas’ residence™). Of course, this
decision was rendered in response to a motion to suppress, and, therefore, Kosta may have reserved
the argument that he could not be adequately linked to the house or drugs inside for a trial on the
merits. See also George Barnes, FBI, Police Raid Phillipston Home over Federal Drug Charges,
TELEGRAM.COM (Aug. 9, 2012), http://www.tclegram.com/article/20120809/NEWS/108099878/0
(“Phillipston Police Chief Kevin Dodge said the house has been the source of local speculation as the
walls went up around it since it was bought by the Kostas in 2005.7).

134. Mac Daniel, Body Recovered from Charles Confirmed as Missing Woman’s: DA’s Office Sees
Signs of Murder, BOS. GLOBE, Scptl. 21, 2004, htip://www.boston.com/ncws/local/articles/2004/09/
21/body_recovered_from_charles_confirmed_as_missing_womans/. The woman’s car had been found a
month carlier after being set on fire with her keys and cellular phone inside. Id.

135. Commonwealth v. Augustine, 4 N.E.3d 846, 850-51 (Mass. 2014).

136. Id. at 850.

137.  Id. at 850-51 (internal quotation marks omitted).

138.  Baker Testimony, supra notc 116, at 4.
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cell phone companies to obtain the suspect’s calling records and location
records. This information ultimately allowed officers to confirm the sus-
pect’s location.”” In addition to providing weighty trial testimony, the
cellular location information also operates in the background, underlying
investigations and informing the basis for search and arrest warrants.

D. How Is Historical Cellular Location Information Presented in Court?

“In a criminal jury trial, establishing a defendant’s location during
the commission of the crimes charged” is among “the most important
factors. .. to the jury’s determination of whether a defendant is guilty of
those crimes.”* Traditional methods of establishing this location—
eyewitness testimony, physical evidence linking the defendant to the
crime scene, or footage from surveillance cameras—remain the most
common and influential methods of proving location.'" “[T]raditional de-
fendant location evidence,” however, is “supplemented with historical
cell site analysis . . . evidence in cases where one or more cellular phones
can be connected to defendants, co-conspirators, accomplices, victims, or
witnesses at times and places relevant to the charged offenses.”'*

Machado-Erazo and Jones are instructive in this regard. In both
cases, the evidence was used to supplement large amounts of traditional
evidence indicative of guilt. Though in Jones the evidence seemed to oc-
cupy a more important and central space in the prosecution’s case after
the suppression of the GPS tracking information, the prosecution still
had information from surveillance, informants, text messages, and a Title
IIT wiretap."* A review of reported decisions reveals few cases in which
this evidence forms such an important part of the trial that it can be seen

139. Id. The suspect, DeWayne Steward, subsequently killed himself after police surrounded the
location where he was hiding. David J. Mitchell & Katic Kennedy, Shooting Suspect Dies in Darrow
Standoff., ADVOCATE (Baton Rouge, La.), Apr. 10, 2010, available at NewsBank Record No.
MERLIN_5098135.

140. O’Malley, supra note 25, at 16.

141. Id. at 16; see also Mark L. Krotoski, Effectively Using Electronic Evidence Before and at
Trail, 59 U.S. ATT’Y’S BULL. 52, 58 (2011).

142.  O’Malley, supra note 25, at 16. This Note will not discuss the controversy over admissibility
regarding this cellular location information, but it observes that defendants are increasingly challeng-
ing the admission of this evidence under provisions of the Federal Rules ol Evidence and the reliabil-
ity demands of Daubert v. Merrel Dow Pharmaceuticals, Inc., 509 U.S. 579 (1993). Compare United
States v. Davis, No. 11-60285, 2013 WL 2156659, at *7 (S.D. Fla. May 17, 2013) (turning asidc a de-
fendant’s challenge to the reliability of cellular location data testimony, stating, “the Government has
adcquatcly demonstrated the reliability of [cellular location] methodology to satisly Daubert’s rcliabil-
ity prong™), with United States v. Evans, 892 F. Supp. 2d 949, 957 (N.D. IIl. 2012) (excluding certain,
but not all, ccllular phonc location data aflter finding its ability to locatc a person with a certain arca to
not satisfy reliability under Daubert), and Michael Cherry et al., Cell Tower Junk Science, 95
JUDICATURE 151, 151 (2012) (describing how despite government-mandated ability to locate all
phones through cell tower triangulation or GPS, “[i|nexplicably, at many criminal trials the prosecu-
tion uses a different approach,” which is far less accurate).

143.  United States v. Jones, 451 F. Supp. 2d 71, 74, 79 (D.D.C. 2006); see also infra notes 451-52
and accompanying text.
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as crucial or evidence upon which the case hinges."* In fact, courts have
noted this fact in motions for a new trial or on appeal, stating that even if
the cellular location data were to be suppressed, it would not have af-
fected the outcome of the trial.'*® For instance, in the Missouri case of
State v. Patton, location data cast doubt on Melvin Patton’s alibi that he
was sleeping at his cousin’s house in Cahokia, Illinois, instead of commit-
ting a double-murder in St. Louis."*® The Missouri Court of Appeals,
however, stated,
Even without those records. .. the State presented overwhelming
evidence that Patton was not only at the crime scene, but also the
shooter. Two eye witnesses, one of the shooting victims and
Patton’s own son, identified Patton as the gunman. Also, Patton’s
cellmate testified that Patton confessed the shootings to him.'"

There are, however, cases where the cellular location data plays an
outsized role. At least one category of these cases is where cellular loca-
tion data is used as corroboration evidence for accomplice testimony. For
instance, the Texas Code of Criminal Procedure states that a person can-
not be convicted of an offense “upon the testimony of an accomplice un-
less corroborated by other evidence tending to connect the defendant
with the offense committed.”* When Quintin Fisher was convicted of
capital murder in 2011, however, the corroborating testimony consisted
of “cell phone records, testimony regarding the location of the cell tow-
ers being accessed by the parties’ cell phones on the night of the murder”
and the testimony of a witness who may have been asked to participate
in the robbery that led to the murder.'” The appeals court judged this to
be sufficient to corroborate the accomplice testimony.”® The presenta-
tion of cellular location testimony, therefore, is most often done in cir-
cumstances where the testimony buttresses and supplements cases; some-
times, though, this evidence is called upon to shoulder a heavy load in
circumstances when corroborating evidence is difficult to obtain.

E.  What Supreme Court and Fourth Amendment Case Law Applies to
It?

The Fourth Amendment declares,
The right of the people to be secure in their persons, houses, pa-
pers, and effects, against unreasonable searches and seizures, shall
not be violated, and no warrants shall issue, but upon probable

144.  O’Malley, supra note 25, at 16 (stating that “cycwitness testimony and physical cvidence” arc
the “primary methods of proving a defendant’s location at times and places relevant to the charged
olfcenses,” but that the information “may be supplemented” with cellular location information).

145.  See, e.g., State v. Patton, 419 SW.3d 125, 133 (Mo. Ct. App. 2013).

146. Id. at 128-29,132.

147. Id. at 132.

148. TEX. CRIM. PROC. CODE ANN. art. 38.14 (West 2013).

149. Fisher v. State, No. 09-11-00379-CR, 2012 WL 5450828, at *8-12 (Tex. App. Nov. 7, 2012).

150. Id. at *12.
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cause, supported by Oath or affirmation, and particularly describing

the place to be searched, and the persons or things to be seized.™
Professor Wayne LaFave’s opinion that these “fifty-four words. .. are
not particularly illuminating” is even more true in the context of cellular
phone technology.'

As an initial matter, the Fourth Amendment protects only against
“unreasonable searches.”* The Supreme Court has repeatedly held that
the central touchstone of the Fourth Amendment is one of reasonable-
ness.”™ “A ‘search’ occurs when an expectation of privacy that society is
prepared to consider reasonable is infringed.”*> Generally, the Supreme
Court has found that searches require a warrant,”® though this require-
ment is “subject to certain reasonable exceptions,” such as “special law
enforcement needs, diminished expectations of privacy, [and] minimal
intrusions,”* which create “general, or individual, circumstances [that]
render a warrantless search . . . reasonable.””

This modern method of analyzing what is a search under the Fourth
Amendment is derived from the test outlined in Justice Harlan’s concur-
rence in Katz v. United States.'® The test is two-pronged and asks first if
the defendant “exhibited an actual (subjective) expectation of privacy,”
and second, whether “the expectation [is] . . . one that society is prepared
to recognize as reasonable.”’ Katz had been convicted of using a tele-
phone to take and place wagers.' During the investigation of Katz, law
enforcement acted without a warrant in attaching “an electronic listening
and recording device to the outside of the public telephone booth” that
Katz used to place and take bets.'®® This allowed them to hear Katz’s end
of the telephone call without having to physically intrude on the booth.'*
At trial, the government introduced copies of the recordings in order to
help secure Katz’s conviction.'” The majority opinion, authored by
Justice Stewart, reversed the conviction, stating, “What a person know-
ingly exposes to the public, even in his own home or office, is not a sub-

151. U.S. CONST. amend. IV.

152. 1 WAYNE R. LAFAVE, SEARCH AND SEIZURE: A FOURTH AMENDMENT TREATISE ix (5th
ed. 2012); see also Anthony G. Amsterdam, Perspectives on the Fourth Amendment, 58 MINN. L. REV.
349, 349 (1974) (“For clarity and consistency, the law of the fourth amendment is not the Supreme
Court’s most successful product.”).

153.  U.S. CONST. amend. IV.

154.  See, e.g., lllinois v. McArthur, 531 U.S. 326, 330 (2001) (citing Texas v. Brown, 460 U.S. 730,
739 (1983)).

155.  United States v. Jacobsen, 466 U.S. 109, 113 (1984).

156. Kentucky v. King, 131 S. Ct. 1849, 1856 (2011).

157. Id.
158. McArthur, 531 U.S. at 330.
159. Id.

160. 1 LAFAVE, supra notc 152,2.1(b), at 580.

161. Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring) (internal quotation
marks omitted).

162. Id. at 348 & n.1 (majority opinion).

163. Id. at 348.

164. Id.

165. Id.
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ject of Fourth Amendment protection. But what he seeks to preserve as
private, even in an area accessible to the public, may be constitutionally
protected.”

It was Justice Harlan’s concurrence, however, with its two-prong
“reasonable expectations” test, that has carried the day in Fourth
Amendment jurisprudence.'” Applying that test and defining its attrib-
utes, however, has been a struggle for the Court'® and scholars'® alike.
This Note does not attempt to offer a “consistent explanation for what
makes an expectation of privacy ‘reasonable.””'™ Instead, this Note will

examine the Suﬁreme Court’s applications of this test in areas relevant to
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